Configure CORS in an ASP.NET Core Web API
To configure CORS (Cross-Origin Resource Sharing) in an ASP.NET Core Web API, you need to define a policy in your service container and then apply it via the middleware pipeline. [1, 2]

Here is how to set it up in your Program.cs file:
1. Configure the CORS Policy
Add the CORS services and define your rules using builder.Services.AddCors. Place this code before builder.Build(): [1, 2]
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var builder = WebApplication.CreateBuilder(args);

// 1. Define a named CORS policy
builder.Services.AddCors(options => {
  options.AddPolicy("AllowFrontend", policy =>     {
policy.WithOrigins("https://localhost:4200", 
                   "https://yourfrontend.com") // Frontend URLs
        .WithMethods("GET", "POST", "PUT", "DELETE")     // Allowed HTTP methods
        .WithHeaders("Content-Type", "Authorization");   // Allowed Headers
  });
});

builder.Services.AddControllers();

2. Enable the CORS Middleware
Inject the policy into the request pipeline using app.UseCors(). Crucial order: This must be placed after app.UseRouting() but before app.UseAuthorization(). [1, 2, 3, 4]
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var app = builder.Build();

app.UseHttpsRedirection();

app.UseRouting();

// 2. Enable the policy globally
app.UseCors("AllowFrontend");

app.UseAuthorization();

app.MapControllers();

app.Run();

Alternative Configurations
Depending on your security and architecture needs, you can choose from these common alternative strategies:
A. Permissive Policy (Development Only)
If you want to allow any frontend domain, method, or header to easily test your API, configure it like this: [1]
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options.AddPolicy("AllowAll", policy => {
    policy.AllowAnyOrigin()
          .AllowAnyMethod()
          .AllowAnyHeader();
});

⚠️ Warning: Do not use AllowAnyOrigin() in production environments, as it opens up your API to unauthorized cross-site requests. [1, 2]

B. Apply CORS per Controller or Action
If you prefer not to apply CORS globally to the entire app, omit app.UseCors() from Program.cs and use the [EnableCors] attribute directly on your controllers or specific endpoints: [1, 2]
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using Microsoft.AspNetCore.Cors;

[ApiController]
[Route("api/[controller]")]
[EnableCors("AllowFrontend")] // Applies only to this controller
public class ProductsController : ControllerBase {
    [HttpGet]
    public IActionResult Get() => Ok();
}
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